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I'M AN
AVID MOVIE

STREAMER,

and it's not unusual for me to receive
emails from Netflix about things 1o

| their power 1o deceive and defraud yoy,

Al

'| victim to da

| attacks from China and

watch. So a new message about updat- |

ing my account information didn’t
seem out of place—especially as it fea-
tured the familiar red Netflix logo.
Here's what the email looked like:

We were unable to validate your billing |

information for the next billing cycle of

your subscription. therefore we'll suspend |

your membership if we do not receive a
response from you within 48 hours.
 Obviously we'd love to have you back,
ick restart your membership to
your details and continue to
ll the best TV shows & movies
interruption.
2 here to help if you need it.
te Help Centre for more info.
~The Netflix Team
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' thm cmdit~ or debit-card
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around the world, people are falling
ta breaches and viruses, as

well as ransomware (when you're locked
out of your computer unless you pay to

regain access).

Cybercriminals are often linked to

Russia (often
state sponsored), India (where many
call centres are located) and parts of
Africa (Nigerian prince, anyone?). That's
because it can be difficult to find and
charge perpetrators in those places. But

| the attacks can come from anywhere.

Cybersecurity experts at Symantec
say the United States experiences the
most cybercrime. [n 2021, it cost Amer-
icans older than 50 nearly US$3 billion,
a 62 per cent increase from the prior
year, according to the FBI's Internet
Crime Complaint Center. In fact, the
number of victims could be much
higher, in part because many are
seniors who may not know how to
report it, or even that they have been
scammed at all.

In Capada, about C$379 million was
lost to scams and fraud in 2021 for all
age groups, an increase of 130 per cent
compared to the year prior, according
to the Canadian Anti-Fraud Centre
((EAFC). The UK has been hit hard, too,
with more than £1.3 billion gained by
G?rber-scammers in 2021, says UK
Finance, which represents the banking

i and finance industry there. Aboul

40 per cent of this amount was obtained

| by fraudsters convincin /
) [ SREL | g people to pa)
| into a bank account.



Cybercrime is rising fast in India too:
Frnﬁ1 over 9,600 crimes in 2014, the

country saw 1.6 million cybercrimes

being repnrtt‘d between January 2020
Union Minis-

and December 2022, the
ter of State for Home Nityanand Rai

told the Indian Parliament in Decem
ber last year. India sees 3,500 online
financial frauds every day, according (o
[ndia’s national cyber-security cooid;
nator Dr Rajesh Pant.

The FBI, in its Internet Crime Re)
2021, said India had recorded (i
fourth-highest number of cybercriri
incidents in the year, preceded only by
the US, the UK and Canada.

CYBERCRIME IS RISING FAST

IN INDIA: REPORTED CASES

FROM 9,600 IN 2014
R

d Mumbai-based cybercrime
¢ “There is a tremendous
in India,” said Bhatia, refer-
h by both, businesses to
as well as by the
as part of its 'Digital
“But we are not a
levels of literacy

a geasone
investigato
digital push
ring to a pus
adopt digital tools
[ndian government
[ndia’ programine.
country with high
about, both, digital te
as the English languag
guage empluym in ti
emails and messages can be il
cnrnprehend." said Bhatia.

The problem is getiing
According to Cybersecurity Ventures, a
New York-based publication, global
cybercrime is expected to balloon to
US$10.5 trillion annually by 2025, up

hnologies as well
. Often, the lan-
fraudulent

ult to

" from $3 trillion in 2015. If it were mea-

sured as a country, cybercrime would
be the world’s third-largest economy,
after the United States and China and

 ahead of Japan, Germany, the UK,

India, France, Italy and Canada.
| Reasons are varied, but many cyber-
security experts cite the pandemic as a
catalyst, when much of the world was
forced to work from home, often with-
out the same security protocols as they
h&‘m at the office. This made it more
g@?-'mat computer viruses would be
;ﬁ-?ﬂ--sa}'s Vishnu Varadaraj, a senior
m’“ﬂtﬁr at software-security company
@Efmﬁﬁ Canada. The number of ways
/ could take advantage of us
sed, he says, especially as we're
ore devices to access online
for things like banking, shop-
)cial media apps.



THE MOST COMMON THREATS

Here are some of the widespread cyber-
crimes happening right now.

PHISHING AND SMISHING

No respectable company or govern-

ment department will email to ask you
to confirm your identity by filling out
forms. These authentic-looking emails
are often referred to as ‘phishing’—lur-
ing you to a phony website to input

information. (When these come via text

message, experts refer to it as ‘smish-
ing; for ‘SMS phishing!)

An email could have a logo like that
of your bank or credit-card company.
The message says that someone is try-
ing to access your account, and that
you need to log in immediately and

changeynur password. But, unknown |

'y _,ﬂm lmkyou click takes you to a
mﬂ your current pass-

T

details. When in doubt, contact the
company or organization to ask if it was
really them. Use a phone number tha
you look up yourself; do not use any
number provided in a voicemail or call

VISHING

Don’t trust anyone phoning to tell you
‘they're from the tax department, ¢

‘ l hmk, your internet service provider o!
T a'te eh support department. Even i




gex-tortion Scam:
.year-old Mumbai business-

esh Deshpande was in his work-
shop one afternoon when his phone rang.
it was a video call from an unknown num-
ber. During my interview with him, he
recalled, how, when he answered the call,
he saw a young woman, who looked to be
in her late 20s. He asked her who she was,
but she did not respond. Instead, she
began undressing. Shocked, Deshipande
froze. Then he called out to her in alar
asking her what she was doing, butstill no
response. It was just a few seconds anc
then he disconnected the line.
Before he could process what had hap-
pened, his phone rang again, this time, an
al Il from another unknown number.
: 2 line was a man who

man Raj

\C

SCAMMING INDIA

common scam” and one that is occuring
with alarming frequency in India.

The Alcohol Ordering Scam: A
woman in Mumbai was duped of ¥5.35
lakh: a senior citizen in Pune saw over
Z3.16 lakh from his savings siphoned off;
a Gurugram man lost nearly 32 lakh, a
Bengaluru woman lost 1.6 lakh; another
SEBI official in Mumbai was swindled of
over 1.6 lakh. All of them, across the
country, had 2 commaon link—they were
scammed while trying to buy alcohol over
the phone, purportediy from a neigh-
bourhood wine shop
The scam has a simple modus operandi:

manipulating the online contact details of
wine shops, re-directing customers to
fraudulent numbers and then tricking
them into sharing bank details under the
pretext of paying for alcohol that never
gets delivered. A news report in October
2022 counted over 50 people to have been
targeted in Bengaluru and Hyderabad
.In September 2019, | nearly fell vic-
 this myself. Looking for a few beers,
d the number of alocal wine shopon
le and called them up. The man on
promised to deliver the beers, but
led money beforehand. He would
ther cash on delivery, nor bank
only through a link they would
h me. When | refused, he turned
'hen | called him out, he became
| 'Mmatlhadjustsaved
om turning into a statistic.

i Continued onpage 5!




threatening,” warns Theresa Payton, @
renowned cybersecurity expert who
served as the first female White House
chief information officer from 2006 10
2008. Based in Charlotte, North Caro-
lina, Payton is the CEO and founder of
Fortalice Solutions LLC, a cybersecurity
and business-intelligence operations
company, and is the author of several
books on cybersecurity.

A popular phnne scam goes some-
thing like this: “I'm calling from Micro-
soft. We've had a report from your
internet service provider of serious
virus problems on your computer. Can
[ help?” They'll tell you the problem
means you could be without internet
access if the issue isn't resolved.

They may give you instructions fo1
granting them access to your computer
fmm wherever they are—and they take
control over your mouse and keyboard

sif th sitting in &ont of it. The

Fraudsters may claim they're Wit
the Internal Revenue Service (IRS), sayy
Payton, using fake names and |p
badge numhrra and may demangd vou
pay fake tax bills immediately or glgs

face arrest or other legal action.
“If vou have caller ID, it may even logk
: a 1k or the IRS, as 1
S _ d.” Payton adds. "Sg
rtain things
vill never
vou and
y be fined or

his or that,
NSOM EMAILS

other scenario is when your
nasswords are held for ransom 1t you
don’t pay up. Thi d of rtion

message was received by Bob Lot h,a
Franklin, Tennessee, educator and
personal-finance expert. “The
password that | had used on hundreds
of sites was sitting there right in the
subject line,” Lotich wrote on his blog.
“The email explained that they not only
had my password but had hacked into
my webcam.”

The cybercriminals informed him
that if he didn’t send US$2,900 in Bit-
coin in the next 24 hours, they would
attack his accounts. (Lotich did not pa¥
up, and fortunately the threat

out to be an empty one.)

id happens year'rauﬂd'
_aﬂm tie it to somf
b e it’s scams around Vale™”




cantinuedﬁ'om page 49 the number, fraudulent appointments are
alloted to them. The catch is, the fraud-

The'l-ikf'-S !:0,: Money' Scam | sters asks the victims to ‘confirm’ these
offwith innocuous messages, ask- | 5 gintments by paying a small fee.

it starts :
ing if you -..p:ra:tto earn;_ steady :1§ome on | graudsters will, then, send a link to vic-
the SIdE, wit out spendaing much time and tims to complete the payment_ Except, as

effort. - zauTzabzeé?c?cz:ttlo ll.lkf 50!11@ soon as the link is clicked, scammers are
2 .Chi L <
videosOn i;l gl addeéﬁr smtthe _ble to access the phone and, through it
1 10 « a . - ; rl
message and you g - awebof | iher confidential details like bank
Telegram groups, on which you are con- | : - =,
= i accounts. In February this year, awoman
nected to faceless entities handing over | e
¢ ks'toyou-—assimple e illeng: el Mumbai lost T 1 lakh when she tried to
tas J g a ceruain bOQk an ;_;;fj,'_}r;ii.{11.. ng_;}_rat,}p City hDSpi-

numberonouTubevideosin agiven dura- tal after ppaT o .

SR : ar contaciing the e

tionforaﬁxedrate.lnltnaily_1&1:_.'5;;;,_--.-. fatcl t'; c?u }_’ _! s = ftab“Shment
the number listed C

steady sums of money. But slowly, even a RaT ' d onGoogie,

ou continue to perform the tasks and earn : .

y o8 sKsahdeam | The Utill t Scam:

an income, the money isn't released Tuoically, t! :
B a hese scams Inve =
Instead, the faceless entities start demand- | .yp 4 y s volve fh e
| ing messages to consumers, very often of

ing sums of money to release the pending - :
T | power companies, warning them that

k;::slgff;trvseaai;z | thei( electric supply would be discontin-
B T foud- ued if they didn’t pay their bills immedi-
B i ately. A payment link, often, accompanies

B ,_the_se messages, well-disguised to origi-
nate from the power companies. But as
mnas a customer clicks on these links,
hackers get remote access to their
' _ :fqnd the customers’ confidential
s are stolen and money is debited
their accounts. In some cases, hack-
‘ask victims to download apps

ar, a man from Bengaluru lost34.9 lakh
ilar fashion, after receiving a call
posing as a representative of
tility company, asking him to

adiately. The man asked him
nViewer Quick Support
the hacker remote




dne’s Day (“Click here 10 |‘3*" t'!“"‘ Irli“I,
; ate”) tax season (“Youre M

aatngatts & Becl o wmic-related
ble for a refund”), pande "f“ I
schemes (“Sign up here for free hmlut
resting kits”) or war and natural disas
ter appeals (including phony charities
seeking donations),

For example, the CFAC says it
received several reports of scams linked
to Ukrainian aid in early 2022, when
many Canadians were approached
over social media to donate money 1o
Ukrainian victims of the war. Instead,
these funds went straight into the crim-
inals’ pockets.

CRIMINALS POUNCE
IN TIMES OF ECONOMIC UN-
AND CAPITALIZE

e B

are hit by fravudsters who send & dice
message over soclal medin or vig e
message posing as thelr grandol
asking for money due 14
emergency, a travel problen o ) b
texthooks, They glean persons! dedai

from the older person's Facebogk o
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Often, the ‘grandchild’ e Sk
vou to not tell other relatives bes W
they're embarrassed or scared., Warntis i
[:l||i'||}, I|il';'||.|1|f:n:11'" % 54 Y
via wire transle

Regardless of whether on | A€
a grandparent, if you get a message like
this and it appears to be from 2 loved
one, before sending any money be sure
to call the relative directly to ask if they

really are in some kind of trouble

ROMANCE AND ‘CATFISHING” SCAMS

Catfishing is when someone pretends
to be someone they're not. The fraud-
ster may use a phony name and photo
to court someone online, usually over

- social media—such as Facebook, Ins

tagram or a dating app—with the goa
of making the victim fall in love with

| them, Once trust is obtained, they ask

the for money,

ebecca D'Antonio of Orlando, Flor

8 she was cheated out of
0 by a man she met onlin?




isclosed dating site. "Mat-
thew' said he was a widower and a
single dad, and after months of build-
ing up trust with D'Antonio over e mail |
and text messages, he persuaded her to
send wire transfers by telling her he
needed money for medical bills,
because he had lost his credit c: mj_

via an und

HOW TO REDUCE YOUR RIS}

All of this may make you wai

unplug and go back to the pre-di

age. But it's reassuring to know that th

problem is being vigorously tackled

by governments and credit-card

mmpames Even if you're more tech-
m—sawy, you can still

protect yourself from cybercriminals.
R{‘dd on to learn rll'.'lf.ll.ll few precay
tions you can take,

USE STRONG PASSWORDS

For all the tech you use, passwords

should be at least seven characters long

aﬂ(] a combination of letters !’u;}p;_—r

and lowercase), numbers and symbols.

Don't use your birth year or your kids’
or pefs’ nam » part of your pass-
word. H ; passphrase’ is a good
idea; for exampi mvycatCis#1)
[dEl‘iw:{i from m Charlieisno. 1’ J.

Most important iever use the
same password for all of your online

activity, because if a site or app is
breached, then the crooks will try that




same password for your oth
Password-manager apps
word and Dashlane can help
of all your login information an
each password is secure.

PAUSE, DISTRUST, VERIFY

Each time you come across information
that requires you to make
:nformation, follow this three-step pro-

like 1Pass- |

cess, said Bhatia, the cybersecurity
expert. “Firstly, pause, and don't rush

into making transactions. Once you
pause, inherently distrust anything you

read, especially on the internet. Distrust |

people you speak to or who message you
about these transactions. Then, go on to
verify whether it could be true or not,”
said Bhatia. “If you follow these three
steps, you will seldom fall into the trap
~ of these cyberfraudsters, adding that
these scamsters succeed because they

S

oraccounts. |

keep track l.

d ensure |
|

financial |

when you read something on the inter.
net, take it with a pinch of salt. “1, inher.
ently, believe that everything that Google
<hows is incorrect. So, I make an effort tg
verify all the information,” Bhatia says,

[ PAY FOR JOBS OR SIDE-GIGS
nploye: will make an
iob, nor will a

No genuine €1
I.I

employee pay for a

genuine company make an employee
pay before releasing their dues. If your
employer is asking you to pay up, that's

| as bigared flag asit can be.

LIMIT THE INFORMATION YOU SHARE

Set your social media profiles to private.
If someone asks to connect with you on
social media, only accept their request
if you know them. Even if it s a name and
photo of someone you Know, confirm
it’s them by reaching out to them in
another way. If it’s a fake, block and
report the fraudulent message.

DOUBLE YOUR EFFORTS

For online banking and shopping apps,
opt for two-factor authentication, which
not only requires your password to 1og
in but also a one-time code sent to your
mobile device to prove it’s really you.

HIDE YOURSELF

Use the ‘private’ or ‘incognito’ mode of
your browser, which deletes you!
history and cookies after your sessio”

| 8¢ the information is not left on th

vice. Better yet, consider reputabl®
vate network (VPN) softwar®



NK YOUR EMAIL ACCUUHTS | seller’s reputation and read comments

gfﬂ{nml accounts you use on social | before buying a product.

mediaShDqu not be the same ones you | Don't shop (or bank) online using a

have tied to your bank accounts, | public Wi-Fi hotspot—such as in a café,
ation or confidential | airport or hotel lobby—as they're not

health-care inform
ations you maybe having, says | as secure as youl home Wi-Fi or a

c[][l’u'ﬁfs ; .
«This is because these publicly | cellular connection. Instead, make a

payton. |
accessible email accounts can be easily personal hotspot” out of your phone.,

harvested using free marketing tools.”
Instead, Payton suggests using an

encr‘}ﬁ'pted Email platfm'm like Proton nrevent viruses or other malware,
Mail, a ‘privacy-first’ solution. In all ant vare soltware on your
addition, use separate phone numbers | device: s like placi  deadbolt on
for personal use and Em‘}-'tl‘-.mgl tied to | vour front door and actuvating an alarm
finances. You can get a free secondary | system. Formel ly called anti-virus

phone number on your existing oftware, anti-malware software can
smartphone from apps like TextNow,
~ Google Voice or Talkatone.

L -

BE SKEPTICAL OF PEOPLE AND
INFORMATION YOU GET ONLINE.
WHEN YOU READ SOMETHING
ON THE NET, TAKE IT WITH
A PINCH OF SALT.

. -
e HE= e 14 [TROTETSE

',': identify, quarantine, delete and report
| suspicious activity.
| The most robust products include a

o

firewall, encryption options and web-
~cam-intrusion detection (to prevent
‘accessing your webcam).

fion against scams is about

learning to sense when

suspicious and
e, such as anti-

1 peace of mind.




